First Time User Setup Instructions for Accessing the DTS Self Support Help Desk

Access to the DTS Self Support Help Desk over Secure Socket Layer (SSL) requires a valid DoD issued
Public Key Infrastructure (PKI) Certificate. If you are using a Common Access Card (CAC), go to the
instructions for Registering Your CAC Certificates with the ActivCard Middleware before you proceed
to step one. If you are using a Soft Token, go to the instructions for Loading a Soft Token into the
Microsoft Certificate Store before you proceed to step one.

1. Click on the following link, https://dtsprowebtth.defensetravel.osd.mil/hd/dtshelpdesk/, to gain access
to the DTS Self Support Help Desk. (Please make sure your PKI Certificate has been successfully
imported into the browser before you proceed.)

2. When the Client Authentication window pops open, select the certificate you would like to use and

click “OK”.
Client Authentication ed |
— ldentification
The 'web site you want to view requests identification.
Select the certificate to uge when connecting.
More Info... | Wiew Certificate... |
ak. I Cancel |
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3. When prompted, “An application is requesting access to a Protected item,” enter your certificate
password and Click “OK.” Note: As a security precaution, you should never check the “Remember
Password” box since that would allow access to your private key without entering a password.

Signing data with your private exchange key! El

An application iz requesting access to a Protected item.
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k. I Cancel | Details. .

4. From the DTS Self Support Login Screen, authorized callers can use their Magic Login ID and
Password to gain access to the DTS Self Support Help Desk.

3 Welcome to Magic Service Desk - Enterprise - Microsoft Internet Explorer - |E||5| 5'
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Note: If you are an Authorized caller and do not have a user login name or password, please click
“Register now!”

DTS Help Desk

Sign Into DTS Tier 3 Help Desk JRegister with Help Desk Self Suppor]

Client ID: * Registration for Hew Tier 3 Authotized Callers.

Password: I * Youwill receive account confirmation within 2 business days of registration.
Register now!

Forgot your Password?

Trouble Registering ?

Sign In |

Powered By Madgic Saolutions

Copyright © 1996-2001 Metwark Associates, Inc. and its affilisted Companies.
All Rights Reserved

3
PMO-DTS 6 Oct 03
First Time Setup Instructions for Accessing the DTS Self Support Help Desk



Loading a Soft Token into the Microsoft Certificate Store

A PKI Certificate stored on a floppy disk (i.e., a “soft token”) must be imported into the user’s browser

prior to accessing the DTS Self Support Help Desk.

Follow these steps to import the PKI Certificate into your browser.

1. Locate your valid DoD issued PKI Certificate.

2. Open Microsoft Internet Explorer.

3. From the “Tools” menu select “Internet Options”.

4. Go to the “Content” tab and click the “Certificates” button.

Internet Options

2l x|
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Publishers. ..
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5. On the Certificates screen, choose the “Import” button.

Intended purpose: I::F'.II} j

Personal | Other People I Intermediate Certification Autharities I Trusted Rook Cerkificatior 4 | "I

Issued To | Issued By | Excpirakio. .. | Friendly Marme |

Export... Remove Advanced...

Certificate intended purposes

iEw

Close

iy
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6. When prompted on the Certificate Import Wizard, click “Next”.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, cerkificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure nebwork,
conneckions, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mesxt,

= Back

Cancel |

7. Inside the “File name” dialog box, enter the location and name of your DoD issued PKI Certificate file
from step one (you may also use the “Browse” button to locate the file) and click “Next”.

Certificate Import Wizard x|

File to Import
Specify the File wou wank to import.

File name:
aid.plz

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, .P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (. P7E)

Microsoft Serialized Certificate Stare (55T

< Back Mext = Cancel
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8. Enter the password for your certificate file, check the “Enable strong private key protection...” box,

and click “Next”.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

X

Type the password For the private kew,

Passward:
I********l

¢ strong private key prokection, Yaou will be
pioted every kime the private key is used by an
application if you enable this option,

[T Mark the private key as exportable

< Back I Mext = I Cancel

9. When prompted for a Certificate Store, click “Next”.

Certificate Import Wizard

Certificate Store
Certificate stores are sysktem areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For

% @utomatically select the certificate skore based on the bype of certificats:

" Place all certificates in the following store

Cerhificate store;

Browse, ., |

< Back I Mexk = I Zancel
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10. After reviewing the settings, click “Finish”.

Certificate Import Wizard x|

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings;

Certificate Store Selected  Automatically determined by £
Zankenk PFx
File Marme Adid.plz

1 | ]

< Back

Cancel |

11. When prompted in the “Importing a new private exchange key!” window, click “Set Security Level”.

Importing a new private exchange keyl El

An application is creating a Protected item.

Securty level set bo Medium

k. Cancel Details...
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12. When prompted in the “Importing a new private exchange key!” window, select “High”. This will cause
you to be prompted for a password whenever access to your certificate is required by an application.
Click “Next”.

Tnnpoeting a new privabe exchange keyl =]

nrmuﬂ:donmipmwdwm

sl b b e e

™ Madam
[Femqusat my peimezion when the dem i bo be ussd.

fupormaticaly cianl psimision Bo uss thes dem
vl nohcalion

| e

13. Enter a short descriptive name for the certificate and then enter the password you want to use to
control access to the certificate. Re-enter the password to confirm. Click “Finish”.

Innposting a new private euchange keyl =]

Cimate = paepoid by prodect this kem

Cimate = new pasmsoid fion this bem

Passrond for: Susp's Dol et

[sampler Tiom))

< Back Firith Coed |

14. The security level has been changed to HIGH. Click “OK.”

[importing & new private enchange eyl

AN apokealion  cleaing & Frosechd dim,

Sun's Dol) Can
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15. When the Root Certificate Store prompts, “Do you want to ADD the following certificate to the Root
Store?” click “Yes”. Note: You may not receive this prompt if you have previously imported any DoD
PKI Certificates into your browser.

Root Certificate Store

& Do wyou wank ko ADD the following certificate to the Root Store?

Subject : DoD CLASS 3 Root CA, PKI, DoD, U.S. Government, US

Issuer @ Self Issued

Time Yalidity : Friday, May 19, 2000 through Thursday, May 14, 2020
Serial Mumber : 04

Thumbprink {shal) : 10F193F3 40AC2106 DESF1EDC 00624704 F2SD9671
Thumbprink (mds) : 3C430865 BEDARFSF FDECEZ9S EC96E99D

Tes | | Mo I

16. The Certificate Import Wizard window should notify you that the import was successful. Click “OK”.

Certificate Import Wizard |

'f\!i) The import was successhul.

17. Click “Close” in the Certificates window and click “OK” in the Internet Options window.

Upon successful registration of your PKI Certificate using a Soft Token, you may proceed to step one of
the First Time User Setup Instructions for Accessing the DTS Self Support Help Desk.
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Registering Your CAC Certificates using the ActivCard Middleware

These instructions are for registering PKI Certificates stored on your Common Access Card (CAC) with
the Microsoft Certificate Store using the ActivCard Gold Middleware for CAC. If you are using middleware
other than ActivCard, please follow that manufacturer’'s recommendations for registering your CAC
Certificates.

To register your certificate using ActivCard Gold Middleware, perform the following steps:
1. Insert your CAC into the reader.
2. Double click on the ActivCard icon in the System Tray to start the ActivCard Gold Utilities.

D 757 4M

3. When prompted enter the CAC PIN.

". ActivCard Gold Utilities

File Toolz Help

Smart Card Caontent | Adrin Server |

éQ Iy Card
e FIM

ActivCard Gold - Enter PIN
Q Enter FIM code: I

QK. I Cancel |
| mpor.. Export.. Add DElete | Froperties |
Close |
1
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4. Wait until the card activates.

T ActivCard Gold Unilities

File Toolz: Help

Smart Card Content I Adrin Server

a Certificate - Encryption Certificate
: -4l Certificate - MAZUR-ldentity
gy Cerificate - Signature Cerlificate

Import.. Eppart. Aadd [Uelete | Eroperiies |

Cloze

5. From the “ActivCard Gold Utilities” window, select the “Tools” option, then select “Register

Certificates”.
T ActivCard Gold Unilities
S Change FIN... erI
Whlaek Eard..
— | Hesetltamd,
i Certificate - MAZUR-1dentity
-4l Cerificate - Signature Certificate
mpart... Evport.. fdd) [efete | Froperiies |
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6. When prompted, Click “Yes”.

ActivCard Gold Utilities

Thiz operation will allow you to use from this machine the certificates already stored in the
card, This will not export wour private key from the card to the PC but just public
infarmation including the digital certifizates.

Thiz operation needs to be done in the following cases:

“v'ou download a certificate from another machine.

“r'ou downloaded the certificate in an application other than the one vou plan to use it in
[download i Metscape browser and uze in Microzoft Internet E xplorer for exarnple).

Ewen if the operation iz not needed, it will ensure access to all the certificates downloaded
in the card,
Do you wish to continue?

7. The “ActivCard Gold Utilities” window should notify you that the registration was successful. Click
“OK”.

", ActivCard Gold Utilities
Filz= Toolz: Help

Smart Card Content I Admin Server |

|59 My Card

-y PIN

{23 Quick Fill

{1 Metwork Login

E|{:| [RILIENRI ActivCard Gold Utilities

gy Certifice

: - Ee'_ti_ﬁ' Certificate haz been installed.
4§y Certifice
Impert:.. Erpart. Sigddl [ElEte | Eraperties |

Close |

8. Click “Close” in the “ActivCard Gold Utilities” window.

Upon successful registration of your PKI Certificates using your CAC, you may proceed to step one of the
First Time User Setup Instructions for Accessing the DTS Self Support Help Desk.

The above instructions are specific to ActivCard Gold Middleware. Since each middleware operates
slightly differently, refer to your middleware documentation or online help if you are experiencing
problems with a different middleware product.
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